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Introduction

The Bureau of Transportation Statistics (BTS) Office of Airline Information’s (OAl) Airline Performance
and Economic Information System (APEIS) uses Secure File Transfer Protocol (SFTP) for external carriers
to upload files for data processing.

Secure File Transfer Protocol (SFTP) is a network protocol designed for securely accessing, transferring,
and managing large files and sensitive data. Developed by the Internet Engineering Task Force as an
extension of Secure Shell (SSH), SFTP facilitates secure file access, transfer, and management over a
network.

SFTP Connection Setup

Overview

Several SFTP clients are compatible with OND40 data submission, providing secure and reliable file
transfer between local and remote computers. In addition to basic file transfer capabilities, many of
these clients also offer scripting options and basic file management features. Below is a list of clients
that support the necessary algorithms for OND40 data submission:

e AsyncSSH 2.1.0+ e PuTTYO0.74+

e Axway e QualysML12.3.41.1+
e Cyberduck 7.8.2+ e RebexSSH 5.0.7119.0+
e edtFTPjPRO 7.0.0+ e Salesforce

e Filezilla 3.53.0+ e 5ssh2js0.1.20+

e libssh 0.9.5+ e sshj0.27.0+

e Maverick Legacy 1.7.15+ e SSH.NET 2020.0.0+

e Moveit 12.7 e WinSCP 5.10+

e OpenSSH 7.4+ e Workday

e paramiko 2.8.1+ e XFB.Gateway

SFTP Client: WinSCP

Transferring files between blob storage is a common task for system administrators and data analysts.
While there are several methods to achieve this, WinSCP provides a user-friendly interface and secure
file transfer capabilities. This guide will walk through the configuration process using WinSCP to transfer
files between blob storages.

Note that, the installing process requires a one-time download into local to submit data. The below
steps use the WinSCP for example.
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Prerequisites

Before getting started, ensure that you have the following:

1.
2.

WinSCP installed on your local machine.

Properly configured firewall rules allowing SSH connections between the local machine
and the blob storage servers.

The necessary permissions to read and write files on both storages.

“Private Key file” is a prerequisite to upload ONDA4O0 files. Please contact the esubmit support
team to get the private key: oai.od40.support@dot.gov

Step 1: Download and Install WinSCP

If you have not already installed WinSCP, you can download it from the official website and
follow the installation instructions provided for your operating system.

PwnNe

Go to the WinSCP website at https://winscp.net/eng

Download the installer by clicking on the "Download Now" button.

Run the installer once it's downloaded.

Follow the installation wizard's instructions, which typically involve accepting the license
agreement, choosing the installation directory, and selecting any additional options you
may want.

Once the installation is complete, user can launch WinSCP from the Start menu or
desktop shortcut.

After installation, user can use WinSCP to securely access, transfer, and manage files
using the SFTP protocol.

Configure WinSCP with the necessary connection settings to connect to SFTP server.
Detailed instructions are provided below.

Step 2: Launch WinSCP

Once installed, launch WinSCP on your local machine. You’ll be greeted with the Login screen.
Note that there are two methods to be connected to the blob storage for file upload.

Method 1: Connect to Blob Storage using SSH Private Key (Key Pair)

Use Key Pair to connect to a Blob Storage using WinSCP

Open WinSCP and configure the key pair.

Start WinSCP. In the Login dialog box, click Advanced... in the Session section.
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1

| % Login |

Port number:

| 2

=
-

Password:

E__] New Site Session
File protocol:
SFTP ~
Host name:
User name:
Save hd

Show Login dialog on startup and when the last session is closed

Close

Advanced... |v

Help

FIGURE 1 WINSCP LOGIN SCREEN

If the Login dialog box does not appear, you can choose Sessions > New Session

top navigation bar of the WinSCP window to open the dialog box.

a. Inthe left-side navigation pane of the Advanced Site Settings dialog box,

choose SSH > Authentication.

... in the
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Advanced Site Settings

Environment [ |Bypass authentication entirely

- Directories

-Regycle bin Authentication options

- Encryption Attempt authentication using Pageant

..... SFTP

_____ Shell Attempt 'keyboard-interactive' authentication
Connection Respond with a password to the first prompt
- Proxy

- Tunnel Authentication parameters
SSH | 4 _

~Rey exchange [ ] Allow agent forwarding

- Authentication | 5 Private key file:

—ougs ‘
Note

Display Public Key Tools
GS5SAPI
Attempt GSSAPI authentication
[ ] Allow GSSAPI credential delegation
Color W Cancel

In the Authentication parameters section, click ... in the Private key file field.

----- Tunnel

SSH

-Key exchange
- Authentication

Select the blob key file in the .ppk format that is stored on your computer.

FIGURE 2 WINSCP ADVANCED SITE SETTING

Authentication parameters
[ ] Allow agent forwarding
IPrivate key file: I 6

FIGURE 3 AUTHENTICATION PARAMETERS

If the blob key file in the .ppk format is not found, you must select All Private Key
Files to view all private key files.
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I@ Select private key file
o~ ¥ > This

Organize ~ New folder

A
~ 3 Quick access
% Documents
4 Downloads

Pictures

r

carrier-data-sftp
DOT Drive Mapp
key

OAI-SFTP

@ OneDrive - DOT Q
v S This PC
# 3D Objects
I Desktop

= Documents

4 Downloads
LY A

File name: |apeisuser-private.ppk

v U Search Downloads

PC » Downloads

Name

~ Last month (4)

S

v | PuTTY Private Key Files (*.ppk)

K
o
>
Cancel

FIGURE 4 CHOOSE PPK FILES

d. Inthe message that appears, click OK. Since WinSCP only supports key files in the

PuTTY format, you will need to convert your existing key file to the .ppk format.

e. After the key file is converted, click OK in the Information message. The key file is

now in the. ppk format, as shown in the figure below.
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= 1w |

Advanced Site Settings

Environment
Directories
Recycle bin
~Encryption
- GFTP
. Shell
Connection
~Proxy
“Tunnel
SSH
-Key exchange
- Authentication

D Bypass authentication entirely

Authentication options
Attempt authentication using Pageant

Attempt 'keyboard-interactive' authentication
Respond with a password to the first prompt

Authentication parameters
[ ] Allow agent forwarding
Private key file:

“-Bugs K
Note PP
Display Public Key Tools A
Certificate to use with the private key:
GSSAPI
Attempt GSSAPI authentication
[ ] Allow GSSAPI credential delegation
Color W= Cancel Help

FIGURE 5 ADVANCED SITE SETTING

f. In the Advanced Site Settings dialog box, click OK.

Method 2: Connect Using Credential (Username & Password) to a Blob Storage using WinSCP.

In the Session section of the Login dialog box, configure parameters as shown in the

following figure.
Parameter description:

= File protocol: Select SCP from the drop-down list.
= Host name: Enter the public IP or URL address of the blob storage.

= Port number: Enter 22.
= Username: Enter the username of the simple blob storage.
= Password: Enter the password provided

Note: If you want to connect to the blob storage server using a key pair, you do not need to

configure the username and password parameter.
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ostrapeissftpupIoadprod.uauserIb!ostrapeissftpuploadprod.blob.core.windows.net
1

", Login - X
B New Site Session
[ My Waorkspace File protocol:
SFTP v
Host name: Port number:
| || 23]
User name: Password:
Save - Advanced... ‘v
Tools hd Manage - Login v Close Help
[+] show Login dialog on startup and when the last session is closed

i
FIGURE 6 WINSCP LOGIN SCREEN

g. Click Login.
Once logged into the blob storage, you can upload, download, create, or delete files. The
following figure shows the WinSCP window.
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" Links - ostrapelssftpuploadprod.apetsusenostrapeissftpuploadprod blob. core windows.net - WinSCP

- ﬂ o
0 [ yncheonize P [T Cueve = Transfer Settings Default L 2
B ostrapesssftpuploadprod.apeisuserostrapelssftpuploadprod.blob.corewindows.net % B New Tab =
giCWndows ~ @ mmaS Lie- . wpload  » [~ ¥+ (58 0o @ 'S | B Find Files | ¥
New= |+ New = 2
CAUsershh thasactilinks\ Local Mark Files Commands Tabs Opfions Remote Help
Mame Size Type Changed | | fupload)/
i Pacent directory 952023 8.5 | Name Size Changed
T8 Deskiop.ink 1KB Shartcut 5/2023 8:5 | J/G/2024 2:0835 PM
A Downloads Ink 1KE Sharteut 9/5/2023 8:5
< > < >
08 of 1.49 KB in 0 of 2 1 hidden 0Bof0BInOof0
SFTP-3 . 0:01:43

FIGURE 7 WINSCP INTERFACES

The interface consists of the following sections:

@: a section for information about the on-premises host, in which the directory information of
the on-premises host is shown.

@: a section for information about the blob storage, in which the directory information of the
blob storage is shown.

Step 3: Navigate to Source Directory

After successfully connecting to the source server, you will see the remote file system on the

right side of the WinSCP window. Navigate to the directory containing the files you want to
transfer.

Step 4: Navigate to Destination Directory

In the new tab, navigate to the directory on the destination storage where you want to transfer
the files. This will be the left side of the WinSCP window.
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Step 5: Transfer Files
There are 3 files to be submitted for OND40:

1. Data File: The O&D 40 Survey report must be in the DOT specified file format and saved
as a comma separated values (*.csv) or (.zip)
If submitting a CSV file, it should be named 'CCYYYYMM.csV'
If submitting a ZIP file, the name should be 'CCYYYYMM.zip', and it can contain one or
more CSV files, up to five. For a single CSV file, use CCYYYYMM.csv; for multiple files, use
CCYYYYMM-01.csv and CCYYYYMM-02.csv).
2. Transmittal file: The Transmittal Letter must be saved as a CCYYYYMM.pdf
3. Log file: Log must be saved as a CCYYYYMM.txt
Content should contain following information:
a. Username: firstname.lastname
b. Useremail: email@emaildns.com
c. Filenames: zipfile name, transmittal file name
Example:

| ¥X202401.be.txt - Notepad

File Edit Format Wiew Help
FiPStname.lEStnamE,Email@email.cnm,KKZBEdEi.zip,KKEBZdBl.pdﬂ

To transfer files from the source storage to the destination storage:

1. Select the files on the source storage.

2. Dragand drop them to the destination directory on the destination storage.
Alternatively, you can use the “Copy” button in the toolbar.
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%4, Links - ostrapeissftpuploadprod.apeisuser@ostrapeissftpuploadprod blob.core.windows.net - WinSCP

| 22 @ Ssynchronize Ml £F Queue = Transfer Settings Default - @
M ostrapeissftpuploadprod.apeisuser@ostrapeissttpuploadprod.blob.corewindows.net % B New Tab =
2iCcWindows - [T -7l &m0 S - - . upload ~ [T -7 - @aOC
New =~ -+
C:\Users\kenneth.asa.ctr\Links\ Local Mark Files Commands Tabs Options Remote Help
Name Size Type Changed | pupload/
L Parent directory 9/5/2023 B3 Name
78 Desktop.Ink 1KB Shortcut 9/5/2023 85 | %
¥ Downloads Ink 1KB Shortcut 9/5/2023 B:5
< > <
0B of 1.49 KBin 0 of 2 1 hidden 0Bof 0Bin0of 0

(%]

Size Changed

3/6/2024 2:08:35 PM

SFTP-3

0:01:43

FIGURE 8 TRANSFER FILES

Step 6: Monitor Transfer Progress

WinSCP displays the file transfer progress in the transfer queue at the bottom of the window.

Once the transfer is complete, a confirmation message will appear.

SFTP Client: Filezilla

The free FTP solution for both client and server. FileZilla is open-source software distributed free of

charge. FileZilla Clients are available for Windows, Linux, and macOS.

1. Installing FileZilla
1.1 Follow this link to https://filezilla-project.org/

1.2 Select "save this file to disk" option when download window opens.

1.3 Save this file to your desktop.

If you don’t have option to choose where to save the download, then the file will

be located in the computer’s downloads folder.

1.4 The download will begin. You may need to click "Close" when the download is

complete.

1.5 To install the program, double-click its icon located on the desktop or in the
download folder of your computer depending on the location that it was

downloaded to.
1.6 Go through the installation process.

Revision Date: August 21, 2024
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2. Configuring FileZilla
2.1 Start the program by going to the Start >All Programs > FileZilla FTP Client
>FileZilla on the bottom left-hand corner of your computer screen.

ol X

F

¥
a Feedback Hub

Microsoft

BB Fiezilla FTP Client Outlook Teams classic

Z Fiezila
PR

PowerPoint Google Chrome

il it
= . }a -
B GitHub, Inc VMware

Horizon Client Adobe Acrobat OneNote
q Google Chrome

‘ 0 ’ Groove Music

| = (v
=4 = =
o —_—
4 Intel® Graphics Command Center putty.exe -
Interactive SQL Shortcut PuTTY
intel |ntel® Optane™ Memory and Storage...

B ntercede v

J

- Java

- O Type here to search ‘\‘/:/

If you are using Microsoft Windows 10 Enterprise, then go to the START screen by
clicking the icon on the lower left part of the screen. Now type FileZilla (when you start
typing a search box will open). Now right click on the FileZilla search result and you can
choose to pin it to your start screen or the task bar. Going forward the program will be
available to start from your chosen location. Click the FileZilla icon to start the program.
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2.2 Click File and then Site Manager.

& Filezilla - O X
Edit View Transfer Server Bookmarks Help
| ENE S o
= o FTaAes

Host: D Username: ‘ ‘ Password: ‘ ‘ Port: ‘ ‘ | Quickconnect | ¥
Local site:‘ ‘ ~ | Remote site: v
[ Desktop
Filename ™ Filesize Filetype Last modified Filename - Filesize Filetype Last mod...

DOT Drive Map... File folder 5/22/2024 ... Not connected to any server
adesktop.ini 282 Configurati.. 9/5/2023 8....
OGitHub Deskto... 2,476 Shortcut 12/11/2023...
@ webex.Ink 1,495 Shortcut 12/11/2023...

< >
3 files and 1 directory. Total size: 4,253 bytes Not connected.
Server/Local file Dire... Remote file Size Prio... Status
—I Queued files | Failed transfers Successful transfers
@ Queue: empty e

Az %
File Edit View Transfer Server Baokmarks Help

Shte Manager, s 248

Copy current connedtion to Site Manager #Mmd' Pl

New tabs CrleT

Close tab cotw

Export.,

Import..

Show fles currently being edited.. CileL -

it cul=a

T T % Downloads
-y Favorites
InstallAnywhere
# Links v

Filename Filesize Filstype Last modified Filenama - Filesize Filetype lastmod... Permis. Owner/

DO Dive Mop Filefolder  5/22/2024 . Nol ronnecteet Lo any server
] desktopini 282 Configurati.. /52023 8.
O ilHub Deskio.. 2476 Shortcut 12A12023.
-Webes\nk 1,495 Shortcut 12A12028.
3 fles and 1 directory. lotal size: 4,253 bytes Mot connected
Server/oaal file Dire... Remate file Size Prio.. Status

Queued files | Faled ansfers  Successiul uansfurs
@ Queue: emply @@
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Site Manager

Select entry:

- My Sites

\

New site New folder

New Bookmark Rename

Delete Duplicate

General Advanced Transfer Settings Charset

Protocol: FTP - File Transfer Protocol

Host: ‘ |

‘ Port: ‘ ‘

Encryption:  Use explicit FTP over TLS if available

Logon Type:  Ancnymous

Background color: |None &2

Comments:

Connect

oK Cancel

2.3 Click on New Site.
2.4 Type the following information into the fields provided.

QEOEOEO

@

Site Name: SFTP-APIES-USER

Host: To be Provided (mystorageaccount.blob.core.windows.net)
Protocol: SFTP — SSH File Transfer Protocol

Port: 22
Logon Type: Key file

User: To be Provided (SFTP-USER)
Key file: Click Browse and Select the blob key file in the .ppk format that is

stored on your computer.

Click “Connect” to access your SFTP directory.

Revision Date: August 21, 2024
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Site Manager XK
Select entry: General Advanced Transfer Settings Charset
=1 My Sites Protccol:@SFTP - SSH File Transfer Protocol ™

Host: @Imvstorageaccount.blob.core.windows}ﬁ@:: 22 l

B sTP-APIES-USER (1)

Logon Type: Key file @ v

User: | SFTP-USER @

Key file: | C\Users\ken neth,asa.ctl’\Down]oads\OAl-SF| Browse@ [

Background color: None >

Comments:

New site Mew folder
New Bookmark Rename
Delete Duplicate

Connect OK Cancel

2.5 You are prompted to trust the certificate.

2.6 Click OK to logon to the SFTP Blob Storage

2.7 You should see your directory on the Blob storage
(mystorageaccount.blob.core.windows.net) SFTP blob storage on the right side

of the interface.
B - b

File Edit View Transfer Server Bookmarks Help

TTECROLL(FAaos

Host: Username: | | Password: Port: -
Status: Retrieving directory listing...
Status: Listing directory /
Status: Directory listing of */* successful
Local site:| - [Remote site:] /
%l Desktop -
% [% Documents
=¥ Downloads
& ; Favorites
InstallAnywhere
# Links ~
Filename Filesize Filetype Last modified Filename B Filesize Filetype Last mod.. Permis.. Owner/..
DOT Drive Map... File folder  5/22/2024 . Empty directory listing
1| desktop.ini 282 Configurati... 9/5/2023 8:..
O GitHub Deskto... 2,476 Shortout 12/11/2023... Y
our Computer "
(8 ebexink 1495 Shorteut 12/11/2023... P Your Directory on the SFTP Blob Storage
3 files and 1 directory. Total size: 4,253 bytes Empty directory.
Server/Local file Dire... Remote file Size Prio.. Status

Queued files  Failed transfers  Successful transfers

? @ Queue: empty

Follow the steps below to upload or download files to the blob storage.
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3. Uploading files using FileZilla client:
3.1 Start the FileZilla SFTP client. Connect to the blob storage you just configured.
3.2 To upload files to the blob Storage, select all files you wish to upload from the
window on the left and right-click on mouse, and then select Upload.

4. Downloading files to your computer using FileZilla client:
4.1 To download* files from the blob storage to your computer, select all files you
wish to download from the window on the right.
4.2 In the left window, select the location on your computer where you wish to save
the files.
4.3 Right-click on mouse, and then select Download.

2.4 SFTP Client: Python Package Paramiko

Paramiko is a Python library that provides an interface for SSH and SFTP operations, allowing
you to connect to remote servers, transfer files, and execute commands programmatically. It is
open-source and widely used in automation tasks within Python.

1. Installing Paramiko
1.1 Open your terminal or command prompt.
1.2 Install Paramiko by running the following command: pip install paramiko
1.3 The installation will begin, and once completed, Paramiko will be ready for use
in your Python environment.
2. Configuring Paramiko for SFTP
2.1 Import the Paramiko library in your Python script: import paramiko
2.2 Create an SSH client instance and configure the connection:
ssh = paramiko.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())

ssh.connect(hostname="your_host', port=22, username="your_username’,
key filename='path_to_your_private_key')

2.3 Open an SFTP session:
sftp = ssh.open_sftp()
2.4 Set the remote directory you wish to interact with:

sftp.chdir('/path/to/remote/directory')
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3. Uploading Files Using Paramiko

3.1 Use the "put’ method to upload a file from your local machine to the remote
server:

sftp.put('/path/to/local/file’, '/path/to/remote/directory/file')
4. Downloading Files to Your Local Machine Using Paramiko

4.1 Use the ‘get’ method to download a file from the remote server to your local
machine:

sftp.get('/path/to/remote/file’, '/path/to/local/directory/file’)
5. Closing the SFTP Connection
5.1 After completing your file transfers, close the SFTP session and SSH connection:
sftp.close()

ssh.close()

2.4 SFTP Client: Python Package Pysftp

Pysftp is a simple SFTP interface built on top of Paramiko. It offers an easy-to-use wrapper with
additional convenience functions, making it ideal for straightforward SFTP tasks in Python.

1. Installing Pysftp
1.1 Open your terminal or command prompt.
1.2 Install Pysftp by running the following command:
pip install pysftp
1.3 The installation will begin, and once completed, Pysftp will be ready for use in
your Python environment.
2. Configuring Pysftp for SFTP
2.1 Import the Pysftp library in your Python script:
import pysftp
2.2 Create an SFTP connection to the remote server:

with pysftp.Connection(host="your_host', username="your_username’,
private_key="'path_to_your_private_key') as sftp:

print("Connection successfully established...")
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2.3 Navigate to the remote directory you wish to interact with:
sftp.cwd('/path/to/remote/directory’)
3. Uploading Files Using Pysftp
3.1 Use the "put’ method to upload a file from your local machine to the remote
server:
sftp.put('/path/to/local/file’)
4. Downloading Files to Your Local Machine Using Pysftp
4.1 Use the ‘get’ method to download a file from the remote server to your local
machine:
sftp.get('/path/to/remote/file’, '/path/to/local/directory/file’)
5. Closing the SFTP Connection
5.1 After completing your file transfers, the connection will be automatically closed
when the block ends:

# The 'with' block automatically closes the connection

3 Contact Us

Please contact OAl Support here for more information and support: oai.od40.support@dot.gov
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